IMpaBuia 6e30macHOCTH B HHTEpPHETeE:

1) Ucnonw3yiiTe HanexxHbIN napoiib. [lepBoe u rinaBHOE IpaBMIIO COXpaHHOCTH Bamux JTaHHBIX,
YYETHBIX 3alKCEH, TOYTOBOM MEPECHUIKM 3TO HAJEKHBIN Maposib! MHOTO pa3 Xakepsl
B3JIaMbIBaJIM CTPAHULIbI B COL[UAJIBHBIX CETSIX MJIM IIOYTOBBIE aJpeca U3-3a TOro, YTO
H0JIb30BaTENb CTAaBWII IIPOCTON Maposib. Bel Beb He X0oTUTE, YTOOBI Baiy muunyto nepenucky
y3HaJ KTO-TO 4yX0ii? Mcnomnp3yiiTe reHepaTop naposien, 4ToObl HOTYYUTh HaJIeKHBIA MapoJib.
['enepatop naposeii co3naercs, 4To0bl IOMOYb BaM C IPUIYMbIBAHUEM YCTOWYMBBIX K B3JIOMY U
JIETKO 3aIIOMUHAIOIIUXCS TTapOJIEH.

YacTo ObIBaeT: BbI 3apErUCTPUPOBAINCH TJIe-HUOY/1b, @ TaM MPOCAT: «BBEIUTE apoiib». B
CHEIIKEe MPUXOAUTCS BBOJUTH YTO-HUOYb TTA qwerty uiau 12345, [locnencTBust MOTyT OBbITh
(aTanbHBIMM JUIs Ballero aKKayHTa: IPU MONBITKE B3J0Ma TaKUe MapoJIv IPOBEPSIIOTCS B
nepByro ouepeib. UToObI 3TOro He MPOUCXOANIIO, HAZI0 CO3/1aBaTh CIOXKHBIHN Mapob,
KeJIaTeJIbHO COCTOALINM U3 OYKB Pa3HOIO PErucTpa U COAEpKaIUi UPPHI U IPYrUe CUMBOJIbI.
Jlis co3anus TakuX napoJiel CylecTBYIOT clielnaibHble IporpaMmel. Ho, Ha Ham B3ris,
ropasjio Jjierdye HabpaTh Halll aApec U IPOCTO BHIOPATh MOHPABUBIIMUIACS MAPOJb.

CoBerhl:

- BeiOupaiite maposb nocioxHee, COCTOSALIMNA U3 CUMBOJIOB Pa3HOI'0 PErucTpa, ¢ uppaMu 1
JUIsl aOCOJIIOTHOM Ha&KHOCTH - 3HAKaMM NTPEITUHAHUS.

- He ucnone3yiite naposb, CBA3aHHBIN ¢ TEMHU JaHHBIMHU, KOTOPbIE MOT'YT OBITh O BaC U3BECTHBI,
HaIpUMep, Ballle UMs WK ATy POKICHUS.

- [Taponu, KOTOpbIE BBl BUAUTE HA DKPAHE CO3JAKOTCS B pEalbHOM BPEMEHH HA BallleM
KOMIIBIOTEPE, T03TOMY MCKJIIOUEHA BO3MOKHOCTh IIEpexBaTa 1napoJis o cetu. Pasueie
HOCETUTENH CaiiTa BUIAT pa3Hble nMapoiu. Eciau Bbl 3aiiieTe Ha caliT BTOpoil pa3, mapoiu OyayT
JPYTUMHU.

- Bol MoskeTe BrIOpaTh MyHKT MeHI0 Opay3epa "®daiin|CoxpaHUTh Kak...", 4TOOBI MOJIB30BATHCS
reHepaTopoM mapoJeit B oddaiine.

- 'eneparop maposeii moJTHOCTBIO MPO3padeH: ckavaiTe (aiii passwd.js, 4ToObI yBHIETh, KaK
CO3/IaeTCs TAPOJIb, U YOTUTHCS B a0COIFOTHOM HAJIEKHOCTH.

2) 3axoaMTe B MHTEPHET ¢ KOMIIbIOTEPA, Ha KOTOPOM YCTaHOBJIEH (haepBOJI UM aHTUBHUPYC C
(daepBoIOM. DTO B pa3bl YMEHBIIUT BEPOSITHOCTh MOWMAaTh BUPYC WM 3alTH Ha BPEJOHOCHBIN
Caur.

3) 3aBenuTe OJJMH OCHOBHOM MTOYTOBBIN aApec U MpUAYMaiTe K HEMY CIIOKHBIN naposb. [Tpu
perucrpanuu Ha popymax, B COIL. CETAX U Mpouux cepucax Brl Oynere yka3pIBaTh €ro. 910
HeoOxoauMo eciu Brl 3a0ynete naposp win uMs nojs3oBarens. Hu B koem ciyuae He
TOBOPHUTE, HUKOMY CBOH IapoJib K ITOYTE, MHAYE 3JI0YMBIIUIEHHUK CMOXKET Yepe3 Bally IOUTY
IIOJIYYUTh JOCTYI KO BCEM CEPBUCAM U CalTaM, Ha KOTOPBIX yYKa3aH Bair modroBslil agpec.

4) Ecnu Bbl XOTHTE CKauaTh KaKOi-TO MaTepHall U3 HHTEpHETa, Ha caiiTe riie He Hy)KHa
peructpanus, Ho oT Bac TpeOyroT BBeCTH ajpec CBOEH 31EKTPOHHON MOUTHI, TO, CKOPEE BCETO,
Ha Bamr agpec OyayT BbICBUIATh peKaMy WM criaM. B Takux ciaydasx monb3yiTech
OJIHOPA30BBIMU MOYTOBBIMU SIIIIUKAMH.

5) CxaumBaiitTe mporpaMMsbl JIN0O ¢ OQUIIHMAIBHBIX CAUTOB pa3paboTunkoB. He ckaumBaiite
MIPOrpaMMBbI € TOJIO3PUTENBHBIX CalTOB MiH ¢ (aiiiiooOMeHHUKOB. Tak Bbl ymeHbIIMTE pUCK
CKayaTh BUPYC BMECTO MPOTPaMMBbI.

6) He HaxxumaiiTe Ha KpacuBble OaHHEPHI UM peKJIaMHbIe OJIOKM Ha cailTax, KaKuMHU Obl
MpUBJIEKATEIbHBIMU U 3aMaHYMBBIMU OHM He ObUTH. B nyuiiem ciydae, Bol momoxere aBTopy
caiiTa MoJy4uTh JEHBIU, @ B XyALLIEM — MOJIy4YuTe BUpYC. Mcronb3yiTe miaruusl s
Opay3epoB, KOTOpbIE OTKIIIOYAIOT PEKJIaMy Ha caifTax.

7) Ecnu Bei pabGoTaere 3a KOMIIBIOTEPOM, K KOTOPOMY UMEIOT JOCTYII APYTHUe JIIOAU (Ha podoTe
WIN B MHTEpHET Kade), He coxpaHsaiiTe maposu B Opaysepe. B nmporuBHoM citydae, 10060, KTO
MMEET JIOCTYI K 3TOMY KOMIIBIOTEPY, CMOKET 3aliTH Ha CalT, UCIONIb3Yys Bam naposns.



8) He oTkpriBaiiTe mrchMa OT HEM3BECTHBIX BaM mosb3oBareseit (aapecon). Mnu muceMma ¢
OIIOBELIEHUEM O BBIUIPBHIIIE B JIOTEPEU, B KOTOPOM Bbl IpOCTO HE yyacTBOBAJIH.

9) He HaxkxumaiiTe Ha BIIJIBIBAIOIINE OKHA, B KOTOPBIX HAIIMCAHO, 4TO Bailia yueTHas 3anuch B
COLMAJIBHOM CETH 3a0JIOKUpOBaHa. JTO MPOAEiKH 3noymbinuieHHHKOB! Eciin Bac Bapyr
3a0710KUpYIOT, BBl y3HaeTe 00 3TOM, 3aiiJi B 3TY COLUAIbHYIO CETh, UJIM aJIMUHUCTPALIUS
OTIpaBuT BaM 351eKTpOHHOE NHCHMO.

10) Ilepuonyeckum MEHsITE apoIu Ha CaMbIX BaXKHbIX caiiTaXx. Tak Bbl yMeHbIIMTE pUCK
B3JIOMa Balllero napoJis.

[Tonp3ysch TUMHU TpaBUIIaMU 0€30IIACHOCTH B MHTEPHETE, BbI CyIIECTBEHHO YMEHBIINTE PUCK
MOJYYUTh BUPYC HA CBOM KOMITBIOTEP WJIM MOTEPSTH YYETHYIO 3alUCh Ha JTIOOMMOM caiiTe.



